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We will be introducing:
1. Alogin redirect to a more secure page for all users.
2. An optional biometric authentication for login for non-SSO users.

3. Achange to our password policy, removing the 90-day password change
requirement for non-SSO users.

1. Login Redirect

From the website, the login button will re-direct to a different page for enhanced
security.

You will also be able to go directly to signin.oncolens.com.

2. Introducing Biometric Authentication

You will have the option to use unique biometric identifiers, such as fingerprint or facial
recognition, on devices that support biometrics, when logging into our systems.
Biometric authentication offers several benefits:

e Enhanced Security: Biometric data is highly secure and unique to everyone,
making it extremely difficult for unauthorized users to gain access to the
account.

e Convenience: Logging in with biometrics is fast and hassle-free. You no longer
need to remember complex passwords or go through the process of resetting
them.

¢ Reduced Password Management: As biometrics becomes the primary login
method, the need to frequently change passwords or remember multiple
passwords is significantly reduced.

Be assured that security remains our top priority. OncolLens does not store or access
user biometric data, and biometric data will never be used for any purpose other than
authentication.
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3. Change to Password Expiration Policy

The 90-day password expiration requirement will be removed. This change is in line with
the latest industry best practices and aims to enhance security while simplifying the
password management experience.

What Does This Mean for you?

You will no longer be required to change passwords every 90 days. Instead, passwords
will only need to be changed in the following situations:

e Ifthereis aconcernthatthe password has been compromised.
e If prompted to change the password due to security concerns.

Users tend to choose weaker passwords when they are changed frequently. Oncolens

currently requires industry standard, longer and complex passwords, such as a short,
memorable sentence.

Any Questions? Contact info@oncolens.com.
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